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Objectives Overview

Describe various types
of Internet and network
attacks, and explain
ways to safeguard
against these attacks

Define the term, digital
security risks, and
briefly describe the

types of cybercriminals

Explain the ways that
software manufacturers encryption, digital

protect against signatures, and digital
software piracy certificates work
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Discuss techniques to
prevent unauthorized
computer access and



Objectives Overview

Identify risks and
Explain the options safeguards associated
available for backing up with wireless
communications

Identify safeguards
against hardware theft,
vandalism, and failure

Recognize issues related
to information accuracy, Discuss issues
intellectual property surrounding information
rights, codes of conduct, privacy
and green computing
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Digital Security Risks

“———

* A digital security risk is any event or action that could
cause a loss of or damage to a computer or mobile device
hardware, software, data, information, or processing
capability

* Any illegal act involving the use of a computer or related
devices generally is referred to as a computer crime

* A cybercrime is an online or Internet-based illegal act
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Digital Security Risks

—!E‘

unauthorized access
and use

intercepting
wireless
communications

Internet and
network attacks

virus attack

stolen computer

Digital
Security
Risks

}

system failure

software theft

lightning strike information theft

illegal copying

stolen identity
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Digital Security Risks

W
Hacker Cracker Script kiddie
Corporate spies Lieties Cyberextortionist
employees
Cyberterrorist
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Internet and Network Attacks

IR transmitted

over networks has a higher

Type Description
d eg fee Of secu rlty IS k t h an Virus A potentially damaging program that affects, or infects,
. . a computer or mobile device negatively by altering the
| nfO rmation ke pt on an way the computer or device works without the user's
i . ; . knowledge or permission.
) rga ni Zat Ion's p remises Worm A program that copies itself repeatedly, for example
in memory or on a network, using up resources and
" . . :
Ma IWa re, s h ort fo r possibly shutting down the computer, device, or network.
. . - Trojan horse A program that hides within or looks like a legitimate
Ma | ICIOUS SOftwa re, COI’]SIStS program. Unlike a virus or worm, a trojan horse does
f h not replicate itself to other computers or devices.
O p rogra mSs t at d Ct Rootkit A program that hides in a computer or mobile device
e ’ and allows someone from a remote location to take full
Wlth OUt a users knOWIedge control of the computer or device.
an d d e I | be rate |y a |te r t h e Spyware A program placed on a computer or mobile device without
] the user’s knowledge that secretly collects information
9) pe rat lons Of com p ute rs about the user and then communicates the information it
collects to some outside source while the user is online.
an d m Obl Ie d evices Adware A program that displays an online advertisement in

a banner, pop-up window, or pop-under window on
webpages, email messages, or other Internet services.

© 2016 Cengage Learning®. May not be scanned, copied
or duplicated, or posted to a publicly accessible website,
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Internet and Network Attacks

How a Virus Can Spread via an
Email Message

Step 1
Unscrupulous programmers
Create a virus program that
deletes all files. They hide the
virus in a word processing

document and attach the
document to an email

Unscrupulous
Programmers

message.

Step 2
They send the email message that contains
the infected attachment to thousands of

users around the world.

Step 3a Step 3b
Some users open the attachment and their Other users do not recognize the name of the sender
computers become infected with the virus. of the email message. These users do not open the

email message — instead they immediately delete
the email message and continue using their computers.
These users' computers are not infected with the virus.
© 2016 Cengage Learning®. May not be scanned, copied
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Internet and Network Attacks

—

* A botnet is a group of compromised computers or mobile devices
connected to a network

— A compromised computer or device is known as a zombie

* A denial of service attack (DoS attack) disrupts computer access to
an Internet service

— Distributed DoS attack (DDoS attack)

* A back door is a program or set of instructions in a program that
allow users to bypass security controls

* Spoofing is a technique intruders use to make their network or
Internet transmission appear legitimate

© 2016 Cengage Learning®. May not be scanned, copied
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Internet and Network Attacks

—}

* A firewall is hardware and/or software that
protects a network’s resources from intrusion

© 2016 Cengage Learning®. May not be scanned, copied
or duplicated, or posted to a publicly accessible website,
Figure 5-4 in whole or in part.
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Unauthorized Access and Use

Unauthorized use is the
use of a computer or its

Unauthorized access is
the use of a computer or
data for unapproved or
possibly illegal activities

network without
permission
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Unauthorized Access and Use

* QOrganizations take
Libraries and devices
S eve ra I m e a S u re S to When you share content, other homegroup members can see it, but only you can change it.
help prevent e

Not shared

unauthorized access

Not shared l

and use

Not shared l

— Acceptable use policy

Not shared l

— Disable file and printer Printersanddev'cesl
Not shared
sharing

Media devices

Allow all devices on the network such as TVs and game consoles to play my shared content

Off [ |
Z
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Unauthorized Access and Use

* Access controls define who can access a
computer, device, or network; when they can
access it; and what actions they can take while
accessing it

* The computer, device, or network should
maintain an audit trail that records in a file both
successful and unsuccessful access attempts

Get Help
— o Lgee
User name ° it
Welcome t o
- Virtual Account Numbers o
— Password - usern | e
° Password | R
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Unauthorized Access and Use

* A passphrase is a private combination of words, often containing
mixed capitalization and punctuation, associated with a user name
that allows access to certain computer resources

* APIN (personal identification number), sometimes called a
passcode, is a numeric password, either assigned by a company or
selected by a user

* A possessed object is any item that you must possess, or carry with
you, in order to gain access to a computer or computer facility

* A biometric device authenticates a person’s identity by translating
a personal characteristic into a digital code that is compared with a
digital code in a computer or mobile device verifying a physical or
behavioral characteristic

© 2016 Cengage Learning®. May not be scanned, copied
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Unauthorized Access and Use

W

Face
recognition
system

Fingerprint
reader

Hand Voice
geometry verification
system system

Signature Iris
verification recognition
system system
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Unauthorized Access and Use

—!E‘

* Two-step verification uses two separate methods,
one after the next, to verify the identity of a user

Step 1 P Step 2 bt
User signs in to an account on a computer. User is prompted to enter an authentication code,
received via text message or email message,
before being granted access to the account.

) Microsoft account ;e
8 XBOX
g 1w pour Mrosoft accound emad anel Help us protect your account
‘ st sensitive info, you need 1o verify your account with  security cade. How would

= To verify that this is your phone number. enter the last 4 digits inchuding 20. and then ciick "Next” to
T~ text message containing

— )
\ security code will be sent
user name and

to phone number that
password entered k ends with these 4 digits
Step 4 - Step 3 A
User gains entry to account by entering User receives security
the security code sent in the text message. code in a text message.
Microsoft account Sige out < Ta2-873
Help us protect your account t
Use 2647810
security code from as Microsoft
account

text message

security code
entered

Y LU LU LCTlIgagc LTalllllig . 1viay 11vL T dualliicu, Lupicu

or duplicated, or posted to a publicly accessible website,
in whole or in part.

Pages 226 — 227
Figure 5-12




Unauthorized Access and Use

T

* Digital forensics is the discovery, collection, and
analysis of evidence found on computers and
networks

* Many areas use digital forensics

Law | Criminal Military

enforcement prosecutors intelligence

A\ A\ A\

Information
Insurance

security
departments

& ZULU Sag g g®. May" ot e < J, Copred
Page 227 or duplicated, or posted to a publicly accessible website,
in whole or in part.

agencies




Software Theft
W
* Software theft occurs when someone:

NCEEIOYEE Intentionally

media erases programs

lllegally registers lllegally copies a

and/or activates

a program Program

Page 228 or duplicated, or posted to a publicly accessible website,
in whole or in part.




Software Theft

* Many manufacturers incorporate an activation
process into their programs to ensure the
software is not installed on more computers than
legally licensed

* During the product activation, which is conducted
either online or by phone, users provide the
software product’s identification number to
associate the software with the computer or
mobile device on which the software is installed

© 2016 Cengage Learning®. May not be scanned, copied
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Software Theft

E——

* A license agreement is the right to use software

Typical Conditions of a Single-User License Agreement

You can...

e |nstall the software on only one computer or device. (Some license
agreements allow users to install the software on a specified number
of computers and/or mobile devices.)

* Make one copy of the software as a backup.

* Give or sell the software to another individual, but only if the software
is removed from the user’s computer first.

You cannot...
e |nstall the software on a network, such as a school computer lab.
e Give copies to friends and colleagues, while continuing to use the software.
e Export the software.
* Rent or lease the software.

© 2016 Cengage Learning®. May not be scanned, copied
Pages 228 —229 or duplicated, or posted to a publicly accessible website,
Figure 5-13 in whole or in part.




Information Theft

——

* Information theft occurs when someone steals
personal or confidential information

* Encryption is a process of converting data that is
readable by humans into encoded characters to
prevent unauthorized access

© 2016 Cengage Learning®. May not be scanned, copied
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Information Theft

E——

An Example of Public Key Encryption

Step 1
The sender creates a document ™\

to be sent via email to the receiver. §

CONFIDENTIAL

The new
plant will
be located...

"\

Page 230
Figure 5-14

{

Step 2
The sender uses the
receiver's public key
to encrypt a message.

4

4
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AA311C253

430250C
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The receiver uses his
or her private key to
decrypt the message.

Step 4
The receiver can read or print
the decrypted message.

'

-

CONFIDENTIAL
The new

plant will

be located...
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Information Theft

* A digital signature is an encrypted code that a
person, website, or organization attaches to an

electronic message to verify the identity of the
message sender

— Often used to ensure that an impostor is not participating
in an Internet transaction

* Adigital certificate is a notice that guarantees a user
or a website is legitimate

* A website that uses encryption techniques to secure
its data is known as a secure site

© 2016 Cengage Learning®. May not be scanned, copied
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Information Theft
I

General | Detals | Certification Path

fi (Certificate Information

This certificate is intended for the following purpose(s):
+ Ensures the identity of a remote computer

= Rfier i the certification suthority's statement for detals,

Issued to: wwnw.amapon.com

Issued by: VeriSign Class 3 Secure Server CA - G3

Vald from 2/26/2015 to 2/23/2016

| 1ssuer statement |
n i
indicates
secure
webpage

LS 8 hitps vvew.amazon.com gp buy shipaddress O ~ @0

tap or click lock to
view certificate

Choose your shipping options

Shipping Details: DBROTH (Leam more)

Choose a shipping speed:
(® Standard (3-5 business days)
() Two-Day Shipping (2 business days)
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Hardware Theft, Vandalism, and Failure

——

Hardware vandalism

is the act of defacing

or destroying digital
equipment

Hardware theft is
the act of stealing
digital equipment

© 2016 Cengage Learning®. May not be scanned, copied
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Hardware Theft, Vandalism, and Failure

W

Hardware Theft and Vandalism Safeguards
e Physical access controls (i.e., locked doors and windows)
e Alarm system
e Physical security devices (i.e., cables and locks)
* Device-tracking app

Hardware Failure Safeguards
® Surge protector
e Uninterruptible power supply (UPS)
e Duplicate components or-duplicate computers
e Fault-tolerant computer

© 2016 Cengage Learning®. May not be scanned, copied
Page 233 or duplicated, or posted to a publicly accessible website,
Figure 5-16 in whole or in part.




Backing Up — The Ultimate Safeguard

-

* A backup is a duplicate of a file, program, or
media that can be used if the original is lost,
damaged, or destroyed

— To back up a file means to make a copy of it

* Off-site backups are stored in a location separate
from the computer or mobile device site

Cloud

Storage

© 2016 Cengage Learning®. May not be scanned, copied
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Backing Up — The Ultimate Safeguard

O

* Categories of backups: * Three-generation
— Full backup policy

— Differential

Grandparent

— Incremental
— Selective

— Continuous data
protection Parent

— Cloud

Page 234 © 2016 Cengage Learning®. May not be scanned, copied
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Backing Up — The Ultimate Safeguard

|!

Table 5-2 Various Backup Methods

Type of Backup Description Advantages

Full backup Copies all of the files on media  Fastest recovery method. All files
in the computer. are saved.

Differential backup Copies only the files that have  Fast backup method. Requires
changed since the last full minimal storage space to back up.
backup.

Incremental backup Copies only the files that have  Fastest backup method. Requires

changed since the last full or
incremental backup.

Selective backup

Continuous data
protection (COP)

Cloud backup
as they change.

Page 234
Table 5-2

Users choose which folders and
files to include in a backup.

All data is backed up whenever
a change is made.

Files are backed up to the cloud

minimal storage space to back up.
Only most recent changes saved.

Fast backup method. Provides great
flexibility.

The only real-time backup. Very fast
recovery of data.

Cloud backup provider maintains
backup hardware. Files may be
retrieved from anywhere with an
Internet connection on any device.

© 2016 Cengage Learning®. May not be scanned, copied
or duplicated, or posted to a publicly accessible website,
in whole or in part.

Disadvantages
Longest backup time.

Recovery is time-consuming because
the last full backup plus the differential
backup are needed.

Recovery is most time-consuming
because the last full backup and all
incremental backups since the last full
backup are needed.

Difficult to manage individual file
backups. Least manageable of all the
backup methods.

Very expensive and requires a great
amount of storage.

Requires an Internet connection,
otherwise files are marked for backup
when the computer goes back online.




Wireless Security

—

* Wireless access poses
additional security risks

* Some perpetrators
connect to other’s
wireless networks to gain
free Internet access or
confidential data

 Others connectto a
network through an
unsecured wireless access
point (WAP) or
combination router/WAP

© 2016 Cengage Learning®. May not be scanned, copied
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Ethics and Society

T

* Technology ethics are
the moral guidelines
that govern the use of
computers, mobile
devices, information
systems, and related
technologies

* Information accuracy is
a concern

— Not all information on
the Internet is correct

e ]
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Ethics and Society

* |ntellectual property refers to unique and original
works such as ideas, inventions, art, writings,
processes, company and product names, and logos

* Intellectual property rights are the rights to which
creators are entitled to their work

* A copyright protects any tangible form of expression

* Digital rights management (DRM) is a strategy
designed to prevent illegal distribution of movies,
music, and other digital content

© 2016 Cengage Learning®. May not be scanned, copied
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Ethics and Society

-

* A code of conduct is a written guideline that helps
determine whether a specification is
ethical/unethical or allowed/not allowed

Sample IT Code of Conduct

1. Technology may not be used to harm other people.

2. Employees may not meddle in others’ files.

3. Employees may use technology only for purposes in which they have been authaorized.
4. Technology may not be used to steal.

5. Technology may not be used to bear false witness.

6. Employees may not copy or use software illegally.

/. Employees may not use others technology resources without authorization.

8. Employees may not use others’ intellectual property as their own.

9. Employees shall consider the social impact of programs and systems they design.

0.

Employees always should use technology in a way that demonstrates
consideration and respect for fellow humans.

© 2016 Cengage Learning®. May not be scanned, copied
or duplicated, or posted to a publicly accessible website,
in whole or in part.
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Ethics and Society
* Green computing involves reducing the electricity

and environmental waste while using computers,
mobile devices, and related technologies

Green Computing Tips

1. Conserve Energy

a. Use computers and devices that comply with
the ENERGY STAR program.

b. Do not leave a computer or device running overnight.
c. Turn off the monitor, printer, and other devices when not in use.

2. Reduce Environmental Waste
a. Use paperless methods to communicate. ”l
b. Recycle paper and buy recycled paper.
c. Recycle toner and ink cartridges, computers, ’
mobile devices, printers, and other devices.
d. Telecommute.

e. Use videoconferencing and VolP for meetings.

O ZU10 Lengdge Ledrning —. ividy not pe scdrnea, copied
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Information Privacy

* Information privacy refers to the right of individuals
and companies to deny or restrict the collection, use,
and dissemination of information about them

* Huge databases store data online

* Websites often collect data about you, so that they
can customize advertisements and send you
personalized email messages

* Some employers monitor your computer usage and
email messages

© 2016 Cengage Learning®. May not be scanned, copied
Page 242 or duplicated, or posted to a publicly accessible website,

in whole or in part.



Information Privacy

10. Inform merchants that you do not want them to distribute your personal
information.

11. Request, in writing, to be removed from mailing lists.

. Fill in only necessary information on rebate, warmanty,

and registration forms. 12. Obtain your credit report once a year from each of the three major credit

2. Do not preprint your phone number or Social reporting agencies (Equifax, Experian, and TransUnion) and correct any errors.

Security number on personal checks. 13. Request a free copy of your medical records once a year from the Medical

3. Have an unlisted or unpublished phone number. Information Bureau.

14. Limit the amount of information you provide to websites. Fill in only required

4. If you have Caller ID, find out how to block your number from displaying information

on the receiver's system.

. : . 15. Install kie manager to filter cookies.
5. Do not write your phone number on charge or credit receipts. 2SR SIS 2

. . . 16. Clear your history file when you are finished browsing.
6. Ask merchants not to write credit card numbers, phone numbers, Social

Security numbers, and driver's license numbers on the back of your 17. Set up a free email account. Use this email address for merchant forms.

personal checks. 18. Turn off file and printer sharing on your Internet connection.
7. Purchase goods with cash, rather than credit or checks. 19. Install a personal firewall.
8. Avoid shopping club and buyer cards. 20. Sign up for email filtering through your ISP or use an anti-spam program.

9. If merchants ask personal questions, find out why they want to know before 21. Do not reply to spam for any reason.

releasing the information. 22. Surf the web anonymously or thraugh an anonymous website.

© 2016 Cengage Learning®. May not be scanned, copied
or duplicated, or posted to a publicly accessible website,
in whole or in nart
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Information Privacy

—_—

* Information about you
can be stored in a
database when you:

= : M Toys"R"Us: Updates on sales, promotions, new products and more!
I O u a p r I e O r » In ad egularly scheduled Toys"R"Us emails, please indicate whether you are also
ion about the cate

iiiii iving additional information about the categories below:

1 Toys for Gis Video Games: [ ] xpox 1 Nintendo Wii
. | ToysforBoys | Playstation 3 | Playstation Portable (PSP)
" [ intendo DS
selecting these options
means your preferences | Babies"R"Us: Updates on sales, promotions, new products and more!
will be stored
~

— Create a profile on an ¢ T
online social network

— Register a product ( EEED SN .
warranty

4

e ]
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Information Privacy

W
* A cookie is a small text file that a web server stores on
your computer

* Websites use cookies for a variety of reasons:
Store user Assist with

names and/or online
SEReIe S shopping

Allow for

personalization

Track how e

often users

.. : advertisements
Vvisit a site

or duplicated, or posted to a publicly accessible website,
in whole or in part.
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Information Privacy

I
How Cookies Work

Step 1

When you enter the address of a website in a browser, |
the browser searches your hard drive for a cookie

associated with the website.

Internet

If the browser finds a cookie,
it sends information in the
cookie file to the website.

Page 244
Figure 5-25
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@'ﬂ »
Copli. .
Step 2 kie Information
web server for

www.omahasteaks.com

© 2016 Cengage Learning®. May not be scanned, copied
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Step 3

If the website does not receive cookie information,

and is expecting it, the website creates an identification
number for you in its database and sends that number to
your browser. The browser in turn creates a cookie file
based on that number and stores the cookie file on your
hard drive. The website now can update information in
the cookie file whenever you access the website.




Information Privacy

* Phishing is a scam in which a perpetrator sends an
official looking email message that attempts to
obtain your personal and/or financial information

* With clickjacking, an object that can be tapped or
clicked on a website contains a malicious program

© 2016 Cengage Learning®. May not be scanned, copied
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Information Privacy

* Spyware is a program placed on a computer or
mobile device without the user’s knowledge that
secretly collects information about the user and
then communicates the information it collects to
some outside source while the user is online

* Adware is a program that displays an online
advertisement in a banner or pop-up window on
webpages, email messages, or other Internet
services

© 2016 Cengage Learning®. May not be scanned, copied
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Information Privacy

“———

* Social engineering is defined as gaining
unauthorized access to or obtaining confidential
information by taking advantage of the trusting

human nature of some victims and the naivety of
others

© 2016 Cengage Learning®. May not be scanned, copied
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Information Privacy

* The concern about privacy has led to the
enactment of federal and state laws regarding the
storage and disclosure of personal data

— See Table 5-3 on page 246 for a listing of major U.S.
government laws concerning privacy

© 2016 Cengage Learning®. May not be scanned, copied
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Information Privacy

—
7.
Employee monitoring involves the use of computers, mobile
devices, or cameras to observe, record, and review an
employee’s use of a technology, including communications such
as email messages, keyboard activity (used to measure
Q)roductivity), and websites visited y

4 N

Many programs exist that easily allow employers to monitor
employees. Further, it is legal for employers to use these
programs

\_ _/
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Information Privacy

—19-

e Content filtering is the
process of restricting
access to certain
material

— Many businesses use
content filtering
 Web filtering software
restricts access to =i
specified websites S

e ]
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Summary

Variety of digital security risks Cybercrime and cybercriminals

Page 249

Risks and safeguards associated
with Internet and network
attacks, unauthorized access and
use, software theft, information
theft, and hardware theft,
vandalism, and failure

Various backup strategies and Ethical issues in society and
methods of securing wireless various ways to protect the
communications privacy of personal information
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